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With Australia’s ageing population, you must ensure your aged care business is
equipped to manage the increased demand placed on both the core service offering
and the technology that sustains it. 

There have been a series of incidents in Australia where aged care providers have
endured data breaches and systems outages which have essentially paralysed the
business until secure access is restored. The sensitive personal, ACAT, and health
records that aged care providers hold are of great interest to hackers as a precursor
to identity theft.

The Australian Cyber Security Centre (ACSC) reported an 84% increase in cyber
security incidents relating to the health and aged care sectors in December 2020
compared to those recorded in 2019.

How do you know if your systems are protected?  
To assist with protecting your aged care business from malicious cyber attacks that
may disrupt your essential services or compromise business-critical systems, the
ACSC recommends a prioritised list of strategies to mitigate cyber security incidents
called the Essential Eight.

ITeam Consulting has prepared the below checklist that considers the Essential Eight
and provides a baseline for protecting your business from cyber risks.

Is Your Aged Care Business 
Protected from Cyber Attacks?

https://www.cyber.gov.au/


How to protect your aged care business 
from cyber attacks

More than half of cyber attacks reported in
Australia are associated with compromised
or stolen access credentials.

Multi-factor authentication (MFA) is one of
the most effective ways to protect against
unauthorised access to your valuable data
and accounts. MFA requires two or more
proofs of identity to grant you access, for
example a combination of a password and a
pin accessed via an authenticator app.

Cyber criminals may manage to steal one
proof of identity such as your password, but
will still need to obtain and use the other
proofs of identity to access your accounts or
systems and is a simple but effective
method for protecting your valuable
business data.
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The Essential Eight for Cyber Security

If your organisation does suffer a cyber
security incident, you will be able to access
your data. This reduces your risk of having
to operate your business systems when
they are potentially still compromised. 

In the case of ransomware, your data
backup is essential for remediating your
systems. Paying the ransom is never
recommended as there’s no guarantee that
you will recover your system and data.

If you’re not already backing up your
business’ data, please start today. If you
need guidance on the best way for your
business to do this, please speak to ITeam
Consulting today.

1.Daily backup of important data

2. Multi-factor authentication 

Patches are updates that address security
vulnerabilities within your operating
system. 

Most security vulnerabilities are found on
your endpoints, that is your mobile and
desktop devices, and adversaries will often
exploit these to target your systems.

You should be patching everything, often.
And this process should be as automated as
possible to ensure you correct any software
bugs and provide enhanced security
fixtures to keep your operating system
secure.

3. Patch operating systems

Administrative privileges give the ability to
make significant changes to a system. The
more people who have these, the greater
your level of risk. 

Only provide this level of access to trusted
members of your team who manage and
install systems and software.

4. Restrict administrative privileges

This means you block web browser access
at the user-level to programs such as Adobe
Flash player, web ads, and untrusted Java
Code. These programs are known methods
of malware delivery. By restricting what
certain programs are allowed to do, you can
protect your business from a costly data
breach without any impact to your daily
business operations.

5. User application hardening



In Microsoft Office, a macro is a series of
commands and instructions that can
automate routine tasks. It’s great for
improving productivity, however, since
macros are programs written in a
programming language, they can be
compromised by malware authors. 

Office is used by over 1.2 billion users
worldwide which makes it a particularly
attractive malware target. Protect your
business from unnecessary threats by
identifying and disabling any untrusted
macros so that you can work efficiently
without increasing the risk of cyber attack.

7. Disable untrusted Microsoft 
Office macros

Similar to operating system patches, a patch
to an application can remediate security
vulnerabilities in your applications. Cyber
criminals are known to exploit
vulnerabilities in applications to gain access
to computers, by ensuring your patches are
up-to-date you’re in a better position to
protect your business from a security
breach.

6. Patch applications

Application control, or application
whitelisting, is one of the most effective
mitigation strategies in ensuring the
security of systems. Designed to protect
against malware, it ensures only approved
applications can run on your devices.
Modern work environments that require
users to be able to work remotely, in the
field, or at home need to be both dynamic
and secure. 

8. Application controls

Complacency is the biggest risk to your brand and your business. If you think you have your 
IT security covered, speak with ITeam Consulting today to be sure. 

Click to register for a FREE Cyber Security Audit to ensure your business is protected.

How many of these measures do you have in place? 

For more information on bespoke cyber security services, 
speak to a member of our team on 1300 180 000 

or visit iteamconsulting.com

A discreet, independent audit of your current IT environment will
ensure you have a baseline of security in place and advise of
vulnerabilities requiring action.

https://app.smartsheet.com/b/form/58f5a5506f5042d79e3589eb9b4ca9d8
https://iteamconsulting.com/

